Core Based rees (CBT) Scalable Multicast Routing A. Ballardie (UCL), Tsuc hiy (Bellcore), J. Cro cr oft (UCL) Status of this Draft This do cumen is an In ternet Draft. In ternet Drafts are orking do cumen ts of the In ternet Engineering ask orce (IETF), its Areas, and its orking Groups. Note that other groups ma also distribute orking do cumen ts as In ternet Drafts. In ternet Drafts are draft do cu- men ts alid for maxim um of six mon t hs. In ternet Drafts ma up dated, replaced, or obsoleted other do cumen ts at an time. It is not appropriate to use In ternet Drafts as reference materia or to cite them other than as \w orki ng draft" or \w or in progress." Please hec the 1id-abstracts.txt listing con tained in the in ternet-drafts Shado Directories on nic.ddn.mil, nnsc.nsf.net, nic.nordu.net, ftp.nisc.sri.com or unnari.oz.a to learn the curren status of an In ternet Draft. Abstract Multicasting is tec hnique used whic allo ws for group comm uni cation either lo cally or on wide-area scale. Most lo cal-area net orks suc as Ethernet and ok en Ring pro vide ul ticast service, whic has since een exploited man applications and distributed systems. More recen tly ulticast capabilit has een extended to the in ternet ork using com bina tion of distance-v ector routing algorithm, host-to-router group-mem ership rep orting proto col, and the computation of sender-based ulticast trees. This, and other approac hes to in ternet ork ul ticasting, are not scalable to large groups, esp ecially so for large um ers of groups. This do cumen pro vides prop osal for new ulti cast routing algorithm whic pro- vides ulti cast capabilit in datagram in ternet ork. It is scalable, lo w-cost and e�cien prop erties lac king in curren in ternet ork ulticast routing proto cols. Distribution of this draft is unlimi ted. mail ing list is in place in idmr@cs.ucl.ac.uk (subscrib to idmr-request@cs.ucl.ac.uk) to discuss this and other in ter-domai ulticast routing issues. CBT Expires April 6th, 1993. Con ten ts In tro duction CBT Design Goals Assum ptions of the CBT Mo del CBT Design Ov ervi ew 4.1 Some erminolo gy 4.2 ac et yp es 4.3 CBT In tro duction 4.4 CBT Algorithm 13 4.5 Some Examples 16 The LAN Issue 19 5.1 urther Details on the LAN Issue 21 5.2 Summary 24 More on ho Router ecomes Ma jor Core 25 Core Assignm en and Optim alit 26 7.1 Dynamically Impro vi ng Optimalit 26 Ma jor Cores and Minor Cores: The or e-join quest 28 Core ree Main tenance Proto col 30 9.1 The quit-r ques 32 10 or e-state-noti�c ation (CSN) pac et 33 10.1 Ho the CSN ac et orks 33 11 or e-list acket 34 12 Ac kno wledgem en ts 39 Authors’ Addresses 40 CBT In ternet DRAFT, No em er 1992 In tro duction Multicast transmissi on is an increasingly imp ortan function in data net or ks. or instance, SMDS sp eci�es ulti cast as part of its service, and ult icast is an imp ortan elemen for TM net o rking, particularly for, but not limited to, video broadcast. Multicast is also increasingly used in the IP in ternet. One of the cen tral problems in ult icast transmissi on is forming the ulti cast tree the collection of no des and links that the ul ticast pac et tra erses. In spite of the fact that substan tia ork has een done in the area of algorithm for forming ulti cast trees, signi�can problems remain to solv ed. aram oun among these is the problem of scaling. Curren ult icast tec hniques either scale ell but form grossly sub optimal trees, or they form go trees but scale orly (By scale orly mean consume to man memo ry bandwidth, or pro cessing resources.) or example, the ulticast mo del that has een adopted for in ternet ork ulti casting is based onform ulati ng sender-b ase ulti cast spanning tree for eac mem er of group to whic host is subscrib ed, using informat ion extracted from the distanc e-ve cto routing algo- rithm. This imp oses considerable storage costs on participating routers. These costs include storing paren and hild attributes (and corresp onding next-hop link informatio n) in existing route table en tries, as ell as some other proto col-dep enden informati on. urthermore, all routers in the in ternet that ha ulti cast capabilit are required to participate in establish- ing ult icast tree for eac group presen in the in ternet, whether they are on the ulti cast tree or not This is clearly not scalable as the um er of groups to whic host subscrib es, and the um er of hosts er group, increases. The um er of applications taking adv an tage of the in ternet ork ul ticast service is gro w- ing rapidly Example applications include video-conferencing, audio-conferencing, distributed database up dating/querying, and lo cation mec hanism for distributed net or services. It is therefore imp ortan that an in ternet ork ulti cast routing algorithm scalable e�cien (in terms of ulti cast pac et forw a rding), lo w-cost (in terms of computatio nal erhead and storage requiremen ts), and adaptable to securit features an imp ortan issue so far not addressed in ult icasti ng. This draft prop oses new algorithm for ulticas group comm unicati on in the global in ternet ork, called CBT (Core Based rees). It satis�es all of the requiremen t stated ab e. This erhead can reduced using an appropriate TTL alue in the IP header, esp eciall so for lo cali sed groups CBT In ternet DRAFT, No em er 1992 CBT Design Goals 1. The design of an ult icast routing algorithm should satisfy the requiremen ts of the Host Gr oup Mo del as sp eci�ed in ]. These mostl ha to do with the exibilit of ult icast ing, for example: Senders need not m e ers Groups m ha an um er of m em ers There are no top ological restrictions on group m e ers hip Mem ers hip is dynam i and autonom ous Host groups m erm anen or transien 2. Scalabilit is of paramoun imp ortance in an ulti cast routing algorithm Go ul- ticast routing algorithm scaling haracteristi cs include lo m em or lo bandwidth and lo pro cessing resouce requiremen ts. urthermor e, the less routers need to kno ab out the lo cation of emote group mem ers, the etter. 3. Robust Multicast Routing CBT uses core-based approac to building the ul- ticast spanning tree. Most groups will small at the eginning of their lifetim e, and so the ulti cast spanning tree for group will single-core in the eginning. The destination address in all ultica st pac ets will the address of the core. As groups ecome larger and more widespread, additional core(s) ma assigned to the group. Core placemen will hosen so as to enhance the optimalit and robustness of the ult icast deliv ery tree. 4. In vis ibl Multicast Routing and Addressing to routers not on the CBT tree CBT allo ws for ul ticast routing and addressing to completely in visible to underlying unicast routing and addressing to routers not on the CBT tree. No separate ulti cast routing table is required routers (although minor extensions to the unicast routing table are required), and lo oking at the IP address �eld alone, ulticast addresses are indistinguishable from IP unicast addresses. Multicast addresses are only recognised as suc if the router in question is mem er of the same group as the group iden ti�ed in an incoming ulti cast pac et, i.e. it is router on the CBT tree for that group. The router in question can establish this matc hi ng its group iden ti�er with that presen in the IP Options �eld. The group iden ti�er is 32 bits long. If there is no matc h, then the pac et is routed as normal unicast pac et to ards the core addressed in the pac et. considered this addressing exibilit an imp ortan design goal since ult icast addresses are no longer restricted to class addresses, the administrat iv erhead of assigning them is reduced, and see degree of ult icast address and routing transparency in tro duced not seen efore in ult icast ing. urthermor e, ha ving separate name space it is conciev able to apply additional seman tics to the name. Routers that are part of CBT tree need only kno whic routers are its paren (an router has only one paren er CBT tree) and whic are its hildren (the exception to this rule is for certain cores on the core tree whic need to kno ab out eac other although they are not directly connected neigh ours). Th us, CBT allo ws for consid- erable amoun of informati on hiding when compared with other net ork-lev el ulti cast approac hes. CBT In ternet DRAFT, No em er 1992 5. Routing Algorithm /Proto col Indep endence CBT’s exible addressing metho allo w CBT to installable an ywhere, ev en across di�eren routing algorithm s. ur- thermore, it is easy to incorp orate in to new proto cols that ma not ha separate address space set aside for ulti casting (for example, TM with E.164 addresses). This is ob viously adv an ta geous for in ter-dom ai ult icast routing, and also means it can applied to tec hnologies suc as SMDS and TM networks 6. Indep endence from an new IP addressing sc hem One of the biggest headac hes curren tly facing the in ternet researc comm unit is that the 32-bit IP address space is fast exhausting. considerable um er of researc hers are fran tical ly trying to �nd the righ addressing solution to satisfy future gro wth exp ectations and ey ond. As far as can foresee, CBT should function indep enden of addressing metho d. This is certainly the case for the prop osals so far review ed the authors. CBT In ternet DRAFT, No em er 1992 Assum pti ons of the CBT Mo del CBT is discussed here in the con text of connectionless datagram in ternet ork, al- though as ha already stated, the design of CBT should allo it to run er het- erogeneous net o rks. CBT uses oth ICMP and IGMP proto cols, and although the oth are standard parts of IP the latter is presen in man but not all, implem en tat ions. assume its presence for CBT. CBT requires certain messages not originating on the CBT tree, to tra erse only tree branc hes once encoun tering the tree. urthermore, messages originati ng in certain parts of the tree ust only tra erse certain branc hes, and an ac kno wledgem en ts to these messages ust simil arly tra erse the same branc h(es) on the return-path. ha not assumed symmetric outes and ha therefore made explicit pro visions to create symmetr ic routes where necessary CBT routers are not dedicated to CBT ult icast routing. They are normal IP routers with normal IP routing capabilities. router ma CBT router for more than one group at an one time. CBT functionalit then, is considered an extension to normal IP routing functionalit Ideally all routers in the in ternet ork will ha CBT functionalit and eac will mak itself ail able to ecome core for group(s) at an time. Last, but no means least, assume the presence of multic ast or e-assign ment servic or or server The sp eci�cation of suc or e-ass ignmen servic is outside the con text of this draft. Ho ev er, mak umerous assumptions/s uggestio ns as to ho it ould/should op erate and some of the services it should pro vide. also include some of the messages that migh exc hanged et een suc service and CBT in order to pro vide clearer picture, but these message are NOT part of CBT. Whether dedicated or e-assig nment servic is required, or directory services should assume this role, is op en to debate, but clearly or e-ass ignmen servic ould require global top ology informati on in order to able to assign cores reasonably optimall or simplicit will refer to dedicated or e-assign ment servic throughout this draft as multic ast dir c tory servic feel some kind of dedicated ulti cast service is necessary not only for CBT, but for all ulti cast proto cols. If suc service ere presen tly in op eration, ma yb it could assign the class addresses required curren in ternet ulti cast routing proto cols, whic at presen t, come from \thin air". CBT In ternet DRAFT, No em er 1992 CBT Design Ov ervie will �rst of all pro vide description of some of the terminol ogy used in CBT. This is follo ed subsection on CBT describing what it is, what it aims to pro vide, and brie y ho it orks. Finally more detailed description of the algorithm is giv en. CBT encompasses rather more complicated proto col for main tai ning the connectivit of the bac kb one of the CBT tree core-tree ), called the Cor e-tr Maintenanc Pr oto ol This ma men tio ned in the description of the algorithm but ha dedicated complete section to it later on ecause of its imp ortance and for reasons of clarit 4.1 Some erminology CBT (core-based tree) is ulti cast routing algorithm whic results in cen tre-based (core-based) ult icast deliv ery tree. There is one CBT tree er group. core-based tree can of yp es: single-core ult i-core Single-core CBT trees are for small geographically lo cal groups. As group ecomes larger and more widespread, additional cores ma assigned to the group concerned, th us making it ulti-core CBT tree. distinguish et een three di�eren yp es of router that mak up CBT tree: m jor core these are the only routers to assigned directory service. They ecome the cen tre (or part of the cen tre in the case of ulti -core trees) of ulti cast CBT spanning tree. They are assigned so as to strategicall placed to form as near an optimal ult icast spanning tree as ossible for the group. All ulticas pac ets con tain, as their destination address, the (unicast) address of ma jor core. m i nor core router(s) whic form virtual link et een ma jor core routers on CBT tree. These routers are only presen in ult i-core CBT trees. When an additoinal ma jor core is assigned to single-core CBT tree, that ma jo core ust mak sp ecial or e- join quest to the existing ma jor core. The path of routers the or e-join ques t-A CK tra erses ecome m inor cores on the CBT tree. non-core router all routers part of the CBT tree that are not ma jo or minor cores are non-core routers The part(s) of the CBT spanning tree that link m jor core routers together, i.e. the branc hes of the tree that only con tain m jor and m inor cores, is kno wn as the core tree m jor hild the ma jor core that has sen (and receiv ed and CK for) or e-join q uest to another ma jor core on the core tree. m jor paren the ma jo core whic has receiv ed and CK’d or e-join q uest from another ma jor core, no on the core tree. CBT In ternet DRAFT, No em er 1992 4.2 ac et yp es The follo wing is list of all CBT and CBT-related con trol pac et yp es. Brief descriptions are giv en here, with fuller implemen ta tio details ai lable in the appropriate later sections. CBT con trol pac et yp es 1. send-join quest sen from host to its lo cal router requesting that router to form ulat and send join quest It is an indication of the host’s �rm in ten t ion to join particular group 2. send-join-A CK ositiv resp onse from the lo cal router to the host, form ulated and sen it after forw arding join-r quest to the m jor core as sp eci�ed in the send-join quest The host’s group mem ership is ending. 3. join-r quest originated (if receiv ed send-join quest from host on attac hed subnet), or forw arded router that is not already part of the CBT tree for the group iden ti�ed group-id inside the pac et. Non-core router status is ending. 4. join-A CK form ul ated an router on the CBT tree that receiv es join-r quest All routers tra ersed join-A CK ecome non-core routers on the CBT tree for the group iden ti�ed group-id 5. or e-join quest form ulat ed and sen m jor core router that has een newly-assigned to group. It will ha een assigned as suc directory ser- vice whic also supplies it with the address of an existing m jor core to whic the or e-join ques ust forw arded. Alternativ el or e-join quest is form ulated and sen an existing m jor core to another existing m jor core when reac habilit et een the has een lost, or one of the m jor core’s paren ts has ecome una aila ble. Both scenarios amoun to core-tree partition. 6. or e-join-A C form ulated and sen either m jor core (in the case it actually receiv ed the or e-join quest ) or m inor core (if that m inor core terminated the or e-join q uest ), to ards the source of the or e-join quest All routers tra ersed or e-join-A C on its to its destination ecome m i nor core routers, if are not already suc h. 7. termination-noti�c ation form ulat ed m inor core that has receiv ed (and th us terminated) or e -join quest It is forw ar ded to the m jor core addressed as the target of the of the or e-join ques 8. termination-noti�c ation-A CK form ula ted the m jor core that as the target of or e-join quest terminated m i nor core It is forw arded to that m i nor core This will incur minor host mo di�cati ons. An host mo di�cation are ob viously undesirab le but feel that if are going to solv the problem of in ter-domain ulticasting for the long-term future to pro vide scalabl and simple approac h, host mo di�catio ns will ev en tually necessary The minor host hanges will with resp ect to IGMP CBT In ternet DRAFT, No em er 1992 9. or e-state-noti�c ation originated m jor core when that m jor core has sen either or e-join-A C or termination-noti�c ation-A C Disemmi nated on all core-tree in terfaces. Alternativ el m jor core will generate or e-state-noti�c ation when it loses reac habilit to virtual neigh our. 10. or e-lis generated the originating m jor core of or e -state-noti�c ation pac et. It is the result of or e-s tate-noti�c ation pac et ha ving stabilized. The or e-lis is ult icast on the CBT tree. 11. quit-r quest can comp osed all three yp es of CBT router. In the case of m jor cores quit-r quest is sen when new or e-join quest arriv es from curren tly unreac hable m jor hil via di�eren in terface than that leading to the hild previously In the case of m inor cores quit-r ques is sen only when one is receiv ed on hild core-tree in terface AND there are no mem er hosts on an attac hed subnets. In the case of non-core routers, quit-r quest is sen whenev er the non-core router’s paren hanges and the path leading to the new paren is di�eren from the old, or quit quest is receiv ed from do wnstream non-core AND the curren router has no mem er hosts on an attac hed subnets. Note All CBT con trol pac ets will sen encapsulated in IP datagram s. ICMP 1. ICMP cho quest sen oth ys et een m jor hild and m jor paren tra ersi ng only the core-tree to test the \liv eness" of eac h. 2. ICMP cho eply ositiv resp onse to the ab e, again, sen only via the core- tree IGMP 1. gr oup-memb ership query comp osed routers and sen lo cally to attac hed subnets to monitor the presence of group mem ers. ailure to receiv resp onse for particular group query after certain timeout erio results in bf non-core router sending quit-r quest to its paren t. 2. gr oup-memb ership ep ort comp osed in resp onse to receiving gr oup-memb ership query from the lo cal designated router, to indicate that the group in question still has mem ership on this subnet. CBT Directory Service 1. gr oup-initiation ques comp osed host that wishes to create group for particular ult icast application. It con tains the address(es) of the other parties with whic it wishes to comm unicate, and is forw ar ded to directory service as request for m jor core to assigned. It exp ects the address of new core to returned. 2. gr oup-join quest comp osed host that wishes to join an existing group. It is request for m jor core address. CBT In ternet DRAFT, No em er 1992 3. or e-r quest request from directory service aimed at router for it to ecome m jor core for group. CBT In ternet DRAFT, No em er 1992 4.3 CBT In tro duction The aim of CBT is to pro vide core-based tree for eac ulti cast group. This is cen tre- based shortest-path spanning tree, with branc hes emanating from the cen tre. The tree will normally start out eing single-core tree but as the group ecomes larger and more widespread, additional core(s) will assigned to the tree for reasons of routing e�ciency and robustness. All cores are assigned ul ticast directory service the op eration of whic is outside the con text of this draft. When more than single core is presen in CBT tree, the branc h(es) linking the cores together form the core-tree

The assigned cores for particular CBT tree, kno wn as m jor core routers are lik ely to geographically distan apart, and so the core tree whic links these cores is lik ely to con tain other routers, kno wn as m i nor core routers or reasons of brevit describ �rst the single-core case. All branc hes of the tree consist of oin t-to-p oin links. When host on subnet somewhere in the in ternet, wishes to join an existing group, it sends request to its lo cal router to send request to join the group. This join-r quest con tains as its destination address, the address of the ma jor core for the group, and is forw arded using the underlying unicast routing algorithm to the next hop on its to the core. Ev ery router that is tra ers ed en-route will either router that is already part of the CBT tree, kno wn as non-core routers or will not part of the CBT tree. If the join-r quest encoun ters non-core router, that router terminates the join-request and sends join-A CK bac to the source. All routers tra ersed the join- CK ecome non-core routers on receiving it. The join-A CK con tin ues to forw a rded un til it reac hes the original source. Routers that receiv join-r q uest that are not non-cores for the CBT tree will forw ard it on its to the destination core using normal unicast routing, and then ai join-A CK efore ecoming non-cores for the CBT tree (group). Whenev er join-A CK is sen or receiv ed via an in terface, that in terface is mark ed as eing ulti cast in terface for the corresp onding CBT tree (group). In this branc hes are formed on the CBT tree. The diagram er illustrates single-core CBT tree. CBT In ternet DRAFT, No em er 1992 10 and group-id.

containing CORE address

= Path taken by multicast packet

Incoming "multicast" packet

ROUTER

= Non-core router

= COREFigure 1: Single-core CBT ree Should the group ecome larger or/and more widespread, an additional core(s) ma assigned directory service. This new m jor core ust mak sp ecial join-request to the existing ma jor core, to ecome part of the core-tree This request is called or e- join q uest All routers tra ersed en-route the or e -join quest will ecome m i nor core routers on receiving or e-join-A C Existing m i nor cores on CBT core-tree are obliged to terminate or e-join quests and send or e-join-A CK bac to the source, whic h, on receipt of it, ecomes new m jor core for the group. The new and existing m jor cores ecome (virtual) neigh ours (ma jor neigh ours), the latter eing the m jor paren and the former eing the m jor hild On receiving the or e -join-A CK oth paren and hild ma jors can egin exc hanging Cor e-tr Maintenanc Pr oto ol messages. The diagram er illustrates ulti -core CBT tree. CBT In ternet DRAFT, No em er 1992 11

= Major-core router as major "neighbours" or virtual neighbours. Major parent and major child(ren) are known core 1 has cores 2 and 3 as its major children. order indicated by the numbers. Then, major Assume the major cores were assigned in the

2 3 1

= Minor-core router

Links of CORE TREE = = Non-core routerFigure 2: Multi-core CBT ree Should an existing m i nor core terminat or e -join quest it ust send termination- noti�c ation pac et to the target of the join. When it receiv es termination-noti�c ation-A CK in resp onse, it ma then generate or e-join-A C whic is forw arded to the source of the or e-join ques The termination-noti�c ation pac et indicates to the m jor paren that it has new m jor hild Multicast data pac ets can originate from mem ers of the group or non-mem ers outside the group that are not part of the CBT tree. In the former case, ult icast data pac ets will originate from mem er host on CBT router’s attac hed subnet and disemminat ed on reciept that lo cal on all outgoing ulti cast in terfaces iden ti�ed group-id Ev en tuall the data pac ets will reac all no des on the CBT tree. CBT In ternet DRAFT, No em er 1992 12 In the latter case, ult icast data pac ets will forw arded as normal data pac ets, with the destination eing m jor core for the group, using the underlying unicast routing algorithm. The ulti cast data pac et will �rst encoun ter the CBT tree either when the destination is reac hed, i.e. the m jor core or it will hit another router m inor or non- core that is part of the CBT tree. In either case, the ul ticast data pac et will forw a rded on all outgoing in terfaces asso ciated with the group-id presen in the data pac et( s). In this the ulticas data pac ets will ev en tuall reac all no des on the CBT tree. CBT In ternet DRAFT, No em er 1992 13 4.4 CBT Algorithm As sp eci�ed ab e, it is assumed that hosts and routers are running the In ternet Group Managemen Proto col routers running the router part, and hosts the host part ]. Whenev er host an ywhere in the in ternet an ts to initiate group, there ust at least one other en tit at the initial stage with whic it wishes to comm unicate. aking as an example, hosts in di�eren parts of the in ternet ha agreed, some external means (e.g. e-mail) that they wish to partak in video conference. On group initiation, one host ust mak gr oup-initiation-r quest to ulticast direc- tory service for group initiation If, as in this case, there is no CBT tree et presen for the application concerned, the host mak es its gr oup initiation quest supplying all the host addresses it curren tly kno ws ab out with whic it wishes to tak part in the group comm uni- cation. In this directory service can \magi call y" select major or whic is optimal ly placed et een those participan ts and supply the address of that ma jor core, together with the group-iden ti�er for that group, to all hosts iden ti�ed in the initial reqest. If the requesting host kno ws, some external means, that group with whic it wishes to comm unicat already exists, then it mak es gr oup-join qes to directory service whic reqires no argumen ts. Directory service replies with the address of ma jor core and group- iden ti�er (group-id) for the group. Once the requesting host has receiv ed the address of ma jo core for the group, it ust no send send-join-r qest whic includes the group-id and m jor core address, to its lo cal router. There are scenarios to consider: The lo cal router is not already mem er for the group iden ti�ed the group-id In this case, the lo cal router form ula tes join-r ques con taining as its destination address, the address of the core supplied in the send-join q uest and also con taining the group- id This is forw arded using normal unicast routing on the next hop to its destination. this oin t, the lo cal router sends send-join-A C bac to the lo cal host, indicating to it that the join-r quest has een sen and group mem ership is ending. When join-A CK is receiv ed the lo cal router, it is forw arded to the lo cal host that initiated the join-r quest The lo cal router is already mem er for the group iden ti�ed the group-id In this case, the send-join quest is not actually honoured, and the lo cal router form ul ates send-join-A CK and forw ar ds it lo cally bac to the host. oll wi ng this, the router form ulat es \b ogus" join-A CK (since no join-r quest as actually sen t) and forw ards it to the lo cal host. Only at this oin t, can an end-system host consider itself mem er for the group, and as suc can send/receiv ul ticast pac et for that group, as ell as send ositiv replies to IGMP group mem ership queries. Design decision decided mem er host should not ermitted to forw ard ul- ticast pac et to the CBT tree for group un til it receiv es the join-A CK Here trade-o� et een reliablilit and lo join-latency By forw arding ulti cast pac ets to an upstream router efore eing \A CK’d" ould further reduce the degree of deliv ery probabilit asso ci- ated with connectionless datagram net or k. CBT In ternet DRAFT, No em er 1992 14 When router receiv es join-r quest from neigh our router, there are scenarios to consider: Scenario The router is already part of the CBT tree for the group iden ti�ed group-id but it is not the m jor core to whic the join as addressed. Th us, the router encoun tered is either m i nor core or non-core router on the tree. this oin t, the join-r quest terminates. The join-r quest is terminated at this oin ecause there is already shortest-path from this router to the core tree So, the in terface er whic the join-r qes arriv es is mark ed as hild in terface for the corresp onding CBT tree, and all CBT pac ets for the group arriving er it are forw ar ded on that router’s one and only in terface leading to ar ds the core tree If the router receiving the join-r q uest is indeed the m jor core to whic it is addressed, then the m jor core ust the �rst router encoun tered on the CBT tree for that group. In this case, the m jor core simply returns join-A CK whic ma tra erse other routers efore it reac hes its destination. All routers that forw ard/o rigi nate join-r quest that reciev e/forw ard join-A CK for that request, set the follo wi ng ags: 1. Router status ag if not already set, is set to non-core in the ag table Other router status ags are m jor core and m i nor core but these are set under di�eren circumstances. Note: Only one router status ag an set at any one time for any one CBT tr in the ag table The setting of one ag may however, le ad to the cle aring of another 2. paren t-branc this ag is set in routing table, and there can only one branc for whic this ag is set. It is set against the in terface indicating the paren branc in particular CBT tree iden ti�ed group-id The routing table is sligh t ly mo di�ed unicast routing table. 3. hild-branc this ag is also set in the routing table against the in terface indi- cating hild branc in particular CBT tree iden ti�ed gr oup-id or an one group, this ag ma set on ulti ple in terfaces. The ag table is illustrated elo w: OUTER ST TUS FLA Non-core Minor-core Ma jor-core group-id group-id group-id .... .... .... CBT In ternet DRAFT, No em er 1992 15 Scenario The join-r q uest encoun ters router that is not part of the CBT tree iden ti�ed group id In this case the router forw ar ds the join-r quest on the next hop to ards the addressed core using the underlying unicast routing algorithm As the join-A CK passes bac along the oin t-to-p oin links that the join-r quest tra ersed, the routers encoun tered ecome non-cores and the appropriate ags are set in the ag table /routing table, as describ ed ab e. Note join-request ’s ontain an identi�er in addition to the group-id to help dis- tinguish etwe en di�er ent join ’s for the same gr oup, and match join-request ’s with join- CK ’s. When join-request is eive by outer not alr ady on the CBT tr e, opy of the join-request is ache d, to gether with the inc oming interfac addr ess. When it is for- war de d, the outgoing interfac addr ess is adde to the information ontaine in the ache. This is to ensur that the join-A CK is eive and sent out on the orr ct interfac es CBT In ternet DRAFT, No em er 1992 16 4.5 Some Examples The diagram elo sho ws CBT tree for group with group-id 12345. will demonstrate examples. The �rst will sho the messages generated when host, sho wn as \X" next to the ottom righ router in the diagram wishes to ecome mem er of the group 12345.

= routers/links not yet part of CBT core-treeC= routers/links not yet part of CBT tree= direction of core-join request= Non-core router= Minor core router=Major core routerbaABAXFigure 3: Example Multi-Core CBT ree The second example demonstrates ho new m jor core ecomes part of the core-tree The part of the diagram relev an for this is the top cen tre indicated thic dotted lines. Exam ple This example demonstrates the sequence of ev en ts required for host \X" (b ottom righ in diagram ), when it wishes to ecome mem er for the group 12345. CBT In ternet DRAFT, No em er 1992 17 The diagram illustrates the presen state of the CBT tree for group 12345, but the dashed lines indicate the branc hes not et part of the tree. The routers on the dotted lines are those tra ersed an messages exc hanged with the tree. assume the message exc hange with directory service has already tak en place, and has supplied m jor core B’s address. The sequence of ev en ts is as follo ws: 1. Host \X" comp oses send-join quest con taining the address of m jor core B, and the group-id 12345. It then forw ards it to the lo cal router sho wn in the diagram. 2. The lo cal router comp oses join-r quest with m jor core as the destination address, and forw ards it on the next-hop to ards the core. There are further hops to tra ers (sho wn on the dotted line on ottom righ of diagram) efore the join-r quest hits the CBT tree. These routers forw a rd the join-r quest as normal unicast pac et, i.e. CBT is transparen to them as long as they are not part of the group iden ti�ed group-id in the OPTIONS �eld of the IP header. 3. After the lo cal router has forw ar ded the join-r quest it returns send-join-A CK to the lo cal host. This indicates to the lo cal host that group mem ership is ending. 4. The non-core router at the end of the dashed line receiv es the join-r quest It pro cesses the IP header whic includes the group-id in the OPTIONS �eld of the header, and realises it is CBT pac et ertaining to group 12345, of whic it is curren mem er. 5. Since the non-core router already has shortest-path branc to the core tree it terminates the join-r ques and comp oses join-A CK This is forw ar ded bac er the in terfa ce the join as receiv ed, to ards the originator of the join-r quest The curren non-core router sets another hild in terface ag in its routing table, for the new branc of the CBT tree. 6. Eac router that receiv es the join-A CK sets the paren t/c hild ags in their routing tables, indicating the CBT tree in terfaces. It also sets the non-core ag in the ag table 7. When the originator receiv es the join-A CK it marks the appropriate paren in ter- face in its routing table, sets its non-core ag in its ag table and forw a rds the join-A CK to the lo cal host that requested mem ership. 8. rom this oin the host can send/receiv ulticas pac ets for the group iden ti�ed group-id The host will also egin to answ er gr oup-memb ership queries as part of IGMP CBT In ternet DRAFT, No em er 1992 18 Exam ple This example demonstrates the sequence of ev en ts required for newly- assigned m jor core router to ecome part of the CBT core-tree for the group 12345. The CBT tree for group 12345 is the same as one used in Example ab e. assume the initial exc hange with directory service has een completed, and the m jor core has een supplied with either the address of one existing m jor core (in this case, B), or it has een supplied with the complete list of all curren m jor cores for the group, and mak es its wn hoice (in this case, B). The path et een the newly-assigned m jor core and m jor core is sho wn the thic dotted line. The sequence of ev en ts is as follo ws: 1. The newly-assigned m jor core no kno ws the address of m jor core B, to whic it ust forw a rd or e-join quest It comp oses the request, and forw ards it on the next hop to a rds B. The sequence of hops efore encoun tering the CBT tree is sho wn the thic dotted line. 2. The next-hop reciev es the or e -join quest It forw ards it using normal unicast routing, since it do es not recognise CBT pac et unless it is router on the CBT tree for that group. Simila rly for the next hops, since they are not part of the CBT tree (y et) either. 3. The or e-join ques hits the core-tree on its next-hop. All m i nor cores termi- nate core-join requests The m inor core cac hes the receiv ed or e-join quest and forw a rds termination-noti�c ation to m jor core B. When the m i nor core receiv es termination-noti�c ation-A C it can then comp ose or e-join-A C and forw ards it on the next-hop to the new m jor core 4. Once m jor core has sen the termination-noti�c ation-A CK it marks the in- terface er whic it as sen in its routing table as the in terface for m jor hild C. It can pro ceed to send ICMP ec ho request/replies er that in terface, but �rst aits to receiv an ec ho request efore itself sending one. 5. The routers tra ersed the or e-join-A C record er whic in terface it as receiv ed, set the appropriated paren ag in the routing table, set the minor core ag in the ag table then set the hild ags in the routing table after forw a rding the join-A CK 6. When the new m jor core receiv es the join-A CK it records the in terface er whic it as receiv ed, together with its new major ar en in the paren t/c hi ld table It then pro ceeds to send an ICMP ec ho request on the in terface leading to its new m jor paren new core-tree branc is no complete. CBT In ternet DRAFT, No em er 1992 19 The LAN Issue Multicast pac et will nearly alw ys originate from host on some lo cal area net or (LAN). or LAN’s with only one router attac hed, there are no apparen problems with receiv- ing/forw ar ding CBT ulti cast pac ets on to the LAN on thier to their destination. da ho ev er, ulti -access links are ecoming more common on LAN’s, i.e. LAN’s no tend to ha more than one router attac hed to them. Although all routers on ulti -access link will exc hanging EGP/IGP messages to establish whic are the unicast shortest-cost paths to destinations, there is often more than one alid route to destination, for example, for di�eren yp es of service (T oS) or/and olicy considerations for in ter-dom ain routing. The latter oin ts are of relev ance to CBT; consider what ould happ en if join-r quest from particular m jor core from do wnstream (in relation to that core), arriv ed at router on the ulti-a ccess LAN. whic router should the join-r quest forw arded if there is more than one with shortest-path to the core? If the router receiving the join-r quest ere to select (or elect) forw arding router on the LAN for that and all subsequen ulti cast pac ets, the problem is not solv ed, as can see from the scenario that could then follo w consider another join-r quest for the same group arriving from do wnstream (in relation to the core tree) at di�eren router on the LAN (whic is erfectly alid scenario). exacerbate the problems of our example, the join-r quest is for the same group, but addressed to di�eren m jor core urther assume that the router at whic the join-r quest arriv ed, selects/elects di�eren router on the LAN to the one previously hosen the router that receiv ed the �rst join- quest The LAN top ology could as sho wn in the diagram er .... CBT In ternet DRAFT, No em er 1992 20

Core Treejoin-request #2join-request #1(for major core A)(for major core B)join-request #2 destined for major core Bjoin-request #1destined for major core A= LAN router= direction of join-request= CBT Core TreeLAN(hosts not shown)DownstreamroutersUpstreamroutersFigure 4: The Multi-Access LAN Problem This ob viously cannot allo ed to happ en since not only ould it cause \cycles" in the tree (resulting in lo oping), but ould also result in duplicate ul ticast pac ets arriving on the LAN from upstream, and duplicates eing sen from the LAN upstream. The problem can alleviated rather simply since can tak adv an ta ge of the CBT uses unicast addressing to erform ult icast ing. This ould certainly not the case if CBT used class addresses, since mo dern router in terfaces are programm ed to pic up all ulti cast pac ets What ust do is imagine ulti-access LAN as one large no de (router) on the CBT tree. An no de on the tree has only one in terface leading to/from the core-tree and zero, one or more in terfaces leading from the core-tree The problems describ ed in our example are solv ed as follo ws: Problem 1: router has receiv ed join-r quest from do wnstream (in relation to the core tree) and ust decide et een or more routers on the LAN whic eac ha equal- cost paths to the addressed m jor core CBT In ternet DRAFT, No em er 1992 21 The problem is solv ed electing the router with the lowest addr ess from those with equal-cost paths. Then, the join-r ques and all subsequen ulti cast pac ets ertain- ing to that group that arriv from do wnstream are encapsulated at the link lev el and addressed to the elected router. Problem 2: As ha already explained, it is erfectly alid for second join-r quest for the same group to arriv at di�eren router on the LAN than the previous one, and addressed to di�eren m jor core for the same group. If imag ine the LAN to one large no de (router) on the CBT tree, the solution should ob vious. As explained in section 4.4, when join-r quest arriv es at no de that is already on the tree, whic hev er m jor core for the group the join-r quest is addressed to, the join is terminated at that no de, and the path to a rds the core tree is via that no de’s paren in terface for the tree. Th us, that no de can CK the join-r quest More details on the solutions to the ab problems are giv en in the follo wing subsection. 5.1 urther Details on the LAN Issue As describ ed in the preceding section, ust imagine ult i-access LAN as one large no de (router) on the CBT tree, with one in terface leading to the core from the LAN, and from the core to the LAN. There ma zero, one or more legitimat LAN in terfaces (routers) leading from the LAN for an particular group tree. no describ the details of scenarios with resp ect to ulti-a ccess LAN CBT ulti casti ng: Scenario 1: There are no mem ers for CBT group on ult i-access LAN and some host(s) on the LAN is/are sending to group In this case, there are no complicati ons in olv ed and the CBT ulticas pac et will encapsulated as normal at the link lev el and addressed to some lo cal router that has shortest-path to the core. This router then forw ards the pac et on its to the addressed m jor core If the hosen router happ ens not to ha the shortest-path to the addressed core, that router will nev ertheless forw ard the pac et, and then send an ICMP-R dir ct message to the originating host so that subsequen pac ets will addressed to the more appropriate router Scenario 2: This is the more complicated scenario where join-r quest is receiv ed router on ulti -access LAN. As ha stressed, there ust only one LAN in terface to/from the core. Th us, when join-r quest arriv es at router on ult i-access LAN, that router ust tak imm ediat action to o id the problems ccurring that outlined in the previous section. Exactly what happ ens is describ ed elo w. The router to whic pac ets are sen for forw arding ma yb DO WN. In the absence of outer-d isc ove ry pr oto ol hosts ma nev er dynamicall disco er that the pac ets they are sending to it are disapp eari ng \in to blac hole". CBT In ternet DRAFT, No em er 1992 22 On receipt of join-r quest router erforms the follo wi ng: elects router on the LAN that has the shortest-path to the addressed m jor core If there is tie, the router with the lowest addr ess is elected as designated core ulticast router Router sends sp ecial CBT LAN br adc as con taining the follo wing informat ion: 1. group-id con tained in the join-r ques 2. designated core ult icast router IP address The join-r quest is forw a rded to the designated router. All routers on the LAN are exp ected to store this informat ion, together with timer (of sa three min utes) for reference purp oses, in case another join-r q uest is receiv ed efore the previous join-r quest has een CK’d. When the join-A CK arriv es from upstream, it is forw arded on to the LAN the designated router and is ev en tuall pic ed up the sending LAN router, whic ma forw ard it whic ma or ma not forw ar it do wnstream dep ending on whether it receiv ed join, or originated one. CBT LAN br adc ast messages are sen single router on the LAN sa once ev ery three min utes. They are stored all LAN routers with timer. Th us, the router resp onsible for broadcasting ust con tin ue to do so once within the timeout erio d, as long as it is no de on the CBT tree. Information in successiv broadcasts erwrit es previous informati on with resp ect to the group iden ti�ed group-id pro vided it is broadcast the same source. If another router on the LAN reciev es join-r quest for the same group, it ma not ha receiv ed previously broadcast message from some other router on the LAN w.r.t. the same group (ho ev er, this is considered highly unlik ely giv en LAN media bandwidths and reliabilit y). If this second router egins broadcasting the same or di�eren informati on w.r.t. the router on the LAN with the shortest-path to the core, all other routers ould receiv it and recognise it as eing generated di�eren source than the �rst. In this (again unlik ely) case, the broadcasting routers will ho ose et een themselv es, whic is going to elect the designated core ulticast router and resp onsible for LAN broadcasts. The diagram er sho ws LAN with designated router The designated core ulticast router will resp onsibl for op erating the \Host Mem ership Proto- col" (IGMP) CBT In ternet DRAFT, No em er 1992 23

LAN(No hosts shown)Core Treejoin-requests (possiblyaddressed to differentmajor cores) arriving onthe LANOnly LAN interfaceto/from the Core Tree= Designate core multicast router= LAN router= Core TreeUpstreamroutersDownstreamrouters= Path traversed by CBT control/data packetsFigure 5: The Solution to the Multi-Access LAN Problem If quit-r quest is receiv ed et een broadcasts, and there is more than one do wnstream LAN in terface for the CBT tree, then ulti casts receiv ed via those in terfaces will con tin ue to use the designated core ul ticast router un til the en try expires for that group. This, and the case where the designated router fails, are no considered: Scenario 1: do wnstream CBT tree router in terfa ce has receiv ed quit-r quest It will encapsulate the quit-r q uest and address it to the designated router Since the des- ignated router is also resp onsible for running IGMP it will kno if there are an more CBT routers on the LAN ertaining to that group. If there are, the quit-r quest is not forw a rded further. If there are not, then it forw ards the quit-r quest upstream and remo es itself from the tree. CBT In ternet DRAFT, No em er 1992 24 Note: If the quit-request has en sent by the outer esp on sibl for CBT LAN br ad- asting, then assuming ther ar stil memb ers emaining on the LAN, it assumes e- sp onsibil ity for subse quent br adc asts Scenario 2: The router resp onsible for CBT broadcasts is DO WN. This could oten tial ly happ en at an time. It is fairly certain assumption that dynamic routing proto col will op erating et een the routers on the LAN whic should indicate the status of the CBT LAN broadcasting router. If it is indeed DO WN, the designated router on the LAN assumes resp onsibilit for that role. 5.2 Summary In summary then, once join-r quest has een receiv ed router on ulti -access LAN, all other routers on that LAN are informed of the group-id and the designated router whic is considered the only LAN in terface to the core tree After the join-A CK has een receiv ed and forw ar ded, all routers on the LAN ha the informat ion necessary to allo the LAN to sim ulate single no de on the CBT tree, with one in terface leading to/from the core, and (p oten tial ly) sev eral in terfaces leading from the core. CBT In ternet DRAFT, No em er 1992 25 More on ho Router ecom es Ma jor Core An ai labl IP router can requested to ecome m jor core at an time directory service It is assumed that directory service will ha full list of most recen tly ail able routers (sub ject to routing up date erio d), eac of whic it can request to ecome m jor core for particular group(s) at an time. Directory service mak suc request means of or e-r quest Net ork managers ha the authorit to con�gure their routers to reject or e-r quest ’ if they so wish. When or e-r quest is successfully accepted (b means of an CK as opp osed to N- CK), directory service mak es an en try in its group table This con tains link list for ev ery group presen in the in ternet ork. As long as group is in existence it will ha at least one link (for the case of single-core tree) con taining the address of the m jor core As more m jor core ’s ecome assigned to group, their addresses are added to the corresp onding link list. An en try in the group table of directory service ould as follo ws: Group-id cor addr. cor addr. cor addr. NULL On receipt of successful CK to or e-r ques directory service will send pac et con taining the address of an existing m jor core (or alternativ ely all the core addresses) that the new core should join. If this pac et is empt the new core assumes it is the core for single-core tree and ai ts join-r q uests that will ending, since cores are only assigned as suc when some end-system requested the presence of the group. As the group ecomes larger and more widespread, directory service can assign further m jor cores for the group. The assignmen of these is left at the discretion of directory service. Additional core assignmen ecomes necessary when oten tial mem ers request the address of m jor core for the group but are geographically distan from presen mem ers. Alternativ ely new m jor core ma assigned for reasons of robustness. An newly-assigned core ust send or e -join quest to the m jor core determined directory service (or alternativ el determined itself from list supplied directory service). This is describ ed in the section 8. CBT In ternet DRAFT, No em er 1992 26 Core Assignm en and Optim al i It is the assumption of this draft that m jor cores will optima lly placed (or rather, near optimally placed) with resp ect to group mem ers, whether groups small or large. ha left this \magi cal assignmen t" to multic ast dir ctory servic but ha not said ho directory service should/could ac hiev near-optimal core placemen t. There is no doubt that suc sp eci�cation is outside the con text of ult icast routing proto col, but it is clearly sub ject of future ork. Ho ev er, in our opinion, the heuristic required to ac hiev near optimal core placemen is lik ely to simpler rather than the result of complex mathemat ics or graph theory ma ell prop ose solution efore CBT implemen ta tio is complete. Ev en with optimal core placemen t it should ob vious that CBT do es not alw ys pro vide shortest paths et een ulti cast source and all destinations on the tree, as opp osed to source-based ult icast. There are some for whom this will unacceptable, but ust fo cus on the problems at hand; �rstly it is highly probable, giv en optimal or near-optimal core placemen t, that the paths tra ers ed CBT ult icast pac ets will mostly shortest- paths, and so will compare fa ourably with source-based ulti cast trees. ha et to carry out exp erimen tati on to pro this, but don’t exp ect an optimal it margi an greater than 10-15%. Second, ha to think of the problems at hand. As far as ult icast routing is con- cerned, should �rst and foremost ensure scalabilit as ell as simplicit robustness and informatio hiding. Thirdly (and rather more cynically), most routing algorithm s/prot cols are in one or another sub-optimal, whether it ho they handle congestion, or react to top ology hanges. What, in the area of routing, is optimal in al cases! Finally there is the in teresting case of lo cating net or services distributed throughout the in ternet or k. So called esour disc overy is topic of curren researc h, but there is no doubt that ultica st is an imp ortan asp ect of it, with for example, one ulti cast group linking together all lo cations relev an to particular service. Suc an application ould require ermanent gr oup trees to main tai ned. Again, assuming reasonably optimal core placemen et een the mem ers of suc group, client need only send request means of CBT ultica st pac et, and unicast it to ards core for that particular tree. The �rst ail able service receiving the request on the tree ould reply means of unicast to the sender. Used in this CBT ust surely o�er one of the most attractiv solutions to the esour disc overy problem. 7.1 Dynamically Impro ving Optimalit It ma ell that when join-r ques arriv es at router that is not already on the tree, that router’s most optimal path to the addressed core is temp orarily not ail able. In order to eep the join latency lo w, decided that all routers ust imm ediatel forw ard join-r quests and in the ab case, the join ould forw a rded on the next-b est path, whic ma considerably less optimal. ha made pro visi on for the tree to able to re-con�gure itself so that the paths tra ersed to the core tree are mostly optima l. The erhead required to do this is negligible and the pac et loss resulting from the transition ma ell zero. CBT In ternet DRAFT, No em er 1992 27 Consider the follo wing, where router (not et on the tree) ust forw ard an incom- ing join-r quest to next-hop on its to m jor core A, since it’s est next-hop, Z, is temp orarily not ai lable.

AYZX= next-best shortest-path= shortest-pathFigure 6: CBT branc hes ma hange dynamically In the ab case, the branc formed will X, Y, A. Ho ev er, the est path is X, Z, A. When ecomes ail able again, can send second join-r quest to Z, whic forw a rds it on to ards A. will then send join-A CK bac along the path A, Z, X. When receiv es it, it can \k eep it on hold" efore making new en try (paren in terface in routing table) for that CBT tree. In an instan when all the of X’s CBT in terfaces are silen t, it could then mak the transition to shortest-path simply replacing the its paren en try in it’s routing table. After the transtion it sends quit-r quest out on the old in terface. CBT In ternet DRAFT, No em er 1992 28 Ma jor Cores and Minor Cores: The or e-join quest or e-join quest will alw ys forw ar ded non-core routers Ho ev er, m inor cores will alw ys terminate or e-join quest There are scenarios to consider when core-join request is sen to an existing m jor core router Scenario There is oin t-to-p oin link et een the sending m jor core and the recipien m jor core In this case the or e-join quest arriv es directly at the desti- nation m jor core The recipien core sends or e-join -A CK bac to the originating core, and pro ceed to exc hange Cor Maintenanc Pr oto ol messages. Scenario The or e-join q uest encoun ters router that is not an part of the CBT tree for the group iden ti�ed group-id in the or e-join quest The receiving router will cac he the request (whic con tains additional iden tifying informat ion) and the address of the incoming in terface, forw ar it using normal unicast routing to the next hop on its to its destination m jor core ), then add the outgoing in terface address to the cac hed informati on. When/if matc hing or e-join-A CK is receiv ed, the cac hed informa tio is used to ensure that it arriv ed on the correct in terface. If so, the appropriate ags are set in the ag table /routing table, and or e-join-A C is forw arded on the in terface as sp eci�ed in the cac hed informati on. After or e-join-A CK has een forw arded, it ecomes m inor core on the core-tree for that group. Minor cores are obliged to forw a rd Cor Maintenanc Pr oto ol messages. If, for an reason, hec fails, the pac et is dropp ed. Note The interfac es over which core-join-A CK is eive d/sent ar or de in the outing table by ags, one for ach interfac that orr es onds to the or tr e. It is ne ess ary for m i nor core to know its ar en or e -tr interfac and child(r en or e-tr interfac e(s ), and these ar marke as such in the outing table Scenario The or e -join quest encoun ters non-core router on the CBT tree. Non-core routers are obliged to forw ard or e-join quests to an upstream neigh our that is the next-hop on the CBT tree. Once or e-join ques hits non-core router, irresp ectiv of the m jor core it is addressed to, it is forw a rded on the paren in terface of that non-core router to ards. Th us, the or e-join quest ma no longer destined for the m jor core addressed in the IP header. The or e-join quest con tin ues it’s journey on branc of the CBT tree for the appropriate group, and will ev en tual ly hit either m inor core or m jor core If m jor core is encoun tered, whether it is the one addressed or not, it is CK’d it. The CK tra erses the same branc bac to the source and all routers along the hange their status to m i nor core except the �nal recipien router, whic no ecomes new m jor core In this new branc of the core tree is formed. Design decision In this core-join request will only tra erse existing branc hes of the tree and in doing so prev en or e-join quests \crossing er" non-core routers, whic could oten tially lead to \cycles" in the tree. CBT In ternet DRAFT, No em er 1992 29 Note: The or e-join CK ust con tai an explicit �eld as to the true iden tit of the paren m jor core The reason should apparen from scenario Scenario The �rst router encoun tered or e -join quest is m jor core di�eren from that in the destination �eld of the request. This is somewhat unlik ely scenario since it ould indicate that directory service had made an error in its hoice of new m jor core Ma jor cores are exp ected to geographically isolated from eac other, and so it is unlik ely that directory service ould assign router to ecome m jor core so near to an existing m jor core for an one group. Ho ev er, if the �rst router encoun tered ere indeed di�eren m jor core than the one addressed in the or e-join quest it will terminate it and CK it. The source address of the CK is the true iden tit of the paren Scenario The or e-join quest encoun ters is m i nor core for the group. The or e-join quest is terminate at this oin t. The recipien m inor core next form ul ates termination-noti�c ation pac et whic con tains among other things, the address of the source m jor core ), and forw ards it er the core tree in terface whic leads to the addressed core (as indicated in its routing table). By doing this, Cor Mainte- nanc Pr oto ol message exc hanges ma more ev enly distributed. The termination- noti�c ation pac et serv es to indicate to the addressed m jor core that it has new m jor hild with whic to exc hange Cor Maintenanc Pr oto ol messages. On receipt of the termination-noti�c ation-A CK the m inor core form ula tes or e- join-A CK and forw ards it on the in terfa ce er whic it receiv ed the or e-join quest As already men ti oned, an routers on or o� the tree that the or e-join-A CK tra erses ecomes m inor core for the group, so the necessary up dates ust made in the ag table of eac router. In this new branc hes of the core-tree are formed, and the core-tree branc in terfa ces are recorded eac m inor core setting the appropriate ags in the routing table. Note: The or e-join-A C form ula ted the m i nor core ust ha �eld con taining the iden tit of the true major ar e nt of the new hild. By assuming the source address of the CK ould clearly incorrect. CBT In ternet DRAFT, No em er 1992 30 Core ree Main tenance Proto col An in tro duction to the Cor Maintenanc Pr oto ol is giv en elo w, but the actual detailed orking of the proto col is made clear in the sections on the or e-state-noti�c ation pac et and or e-lis acket ICMP messages form the basis of the Cor Maintenanc Pr oto ol Ho ev er, other yp es of message are generated as part core-tree main tenance, so shall refer to these messages collectiv ely as Cor Maintenanc Pr oto ol messages. Only m jor cores are ev er the source/destination of Cor Maintenanc Pr oto ol messages. More precisely only m jor paren ts and thier resp ectiv m jor hild(ren) exc hange Cor Maintenanc Pr oto ol messages. or an group, sa group A, the Cor Maintenanc Pr oto ol messages ust tra erse only the core-tree for group A. Only in this will core-tree partitions noticable. Design decision This is an example of wh it is necessary to distinguish et een m i nor cores and non-cores The latter will nev er receiv Core ree Main tenance Proto col messages, and so need not kno ho to deal with them. Whenev er m jor core sends/receiv es or e-join quest it records the destination address presen in the or e -join-A CK (or the source address in the case of receiving or e- join-A CK and the in terface er whic it forw ards the CK (or receiv ed it). This informat ion is recorded m jor cores in the m jor paren t-c hi ld table This not only giv es informa- tion on who m jor core ’s m jor paren t/m jor hild(ren) are, but also the in terfaces er whic they are reac hable, since m jor paren t/c hi ld(r en) will not directly con- nected neigh ours. The in terfaces will ob viously the CBT core-tree in terfaces. Note If m jor core receiv es termination-noti�c ation pac et from some m inor core and replies with termination-noti�c ation-A C address and in terface informatio is simi- larly recorded, as ab e, in the m jor paren t-c hi ld table The m jor paren t-c hi ld table is illustrated elo w: Group-id ma jor -paren i/f maj or chil i/f maj or chil i/f .... .... core-list pac et con tains the addresses of the m jor cores for CBT tree that are considered to curren tly ail able. core-list pac et is only generated in resp onse to the addition or remo al of m jor cores and is the result the result of or e -state-noti�c ation pac et ha ving stabilized. core-list pac et is ulti cast one m jor core This pro cess will more fully explained in the sections 10 and 11. Non-core routers cac he and forw ar core-list pac ets on all outgoing CBT tree in ter- faces, i.e. ulticas t. Non-core routers need tak no action on receiving core-list pac et unless its paren is m jor core and has ecome una ail able. The paren ma ha ecome una ailable since the generation of the core-list or the core-list as generated as result of that m jor core eing remo ed. In either case, it is the resp onsibilit of the non-core router to send new join-r ques to the \nearest" m jor core listed in the core-list pac et CBT In ternet DRAFT, No em er 1992 31 If m jor core to whic non-core router is attac hed ecomes unreac hable, it is the resp onsibilit of that non-core router to send new join-r ques to ar ds another m jor core selected from its curren core-list pac et. In this only the non-core router in the immediat acinit of CBT partition need tak action to ensure that the branc ecomes re-attac hed to the tree. Th us, the partition remains transparen to other non-cores not in the direct acinit of the partition. Minor cores ignore core-list pac ets. Minor cores pla no direct part in repairing partitions of core-tree but do serv to help prune the core-tree after failure has ccured. Ma jor cores cac he the most recen tly receiv ed core-list pac et. m jor core ust use its cac hed or e-list if it establishes that it’s paren is DO WN, in order to restore core tree connectivit When reac habili is lost et een m jor hild and m jor paren ecause of an in term ediat link failure, it is the resp onsibilit of the m jor hil only to re-establish (virtual) link with its m jor paren The or e-lis is not required for this. Design decision Indeed, if oth m jor cores did try to re-establish connectivit with eac other, eac ould ecome the paren (and hild) of the other. Ma jor-paren and m jor-c hild(r en) constan tly test eac others \liv eness" exc hang- ing ICMP ec ho request/replies If reply is not receiv ed after certain timeout erio d, one of kinds of failure is assumed: Scenario Ma jor core failure Scenario Minor core failure (or some link et een paren and hild m jor cores is do wn. Sc enario Ma jor core failure m jor paren (or hild) can establish to high degree of probabilit the reason for not receiving resp onse to ping message. It can assume failure after trying to reac the paren t/c hild via all other ossible routes. Again, if no reply is receiv ed within small timeout erio d, the paren t/c hild is assumed DO WN. Only the m jor hild(ren) of the failed m jor core is resp onsible for re-establishing full connectivit of the core-tree Eac hild do es so making or e-join quest to another m jor core as describ ed in the section 11 on the or e-lis acket After m jor core has receiv ed the or e-join-A C its new paren t-core generates or e- state-noti�c ation pac et whic is disemmi nated on al core-tree in terfaces for that group. When the or e-s tate-noti�c ation pac et stabilizes, i.e. the pac et sen out on core-tree in terface is the same as that receiv ed, the con ten ts of it are copied to core-list pac et and ult icast on the CBT tree. Only the m jor core that originated the or e-state-noti�c ation pac et generates and ulti casts the core-list pac et Sc enario Minor core (or link) failure if, on the other hand, an ICMP reply is re- ceiv ed via route not on the core tree then the core tree link is assumed brok en. As in the previous case, it is the resp onsiblilit of the hild to re-establish core tree connectivit The underlying unicast routing algorithm will pro vide new route to the paren m jor core The new route ma or ma not include hops that ere part of the old core-tree What follo w is describ ed in the next section on the quit-r quest CBT In ternet DRAFT, No em er 1992 32 9.1 The quit-r quest If it has een decided that core tree link is brok en, the m jor hild sends new or e-join quest to a rds its m jor paren If the �rst next-hop of the new route is di�eren from the old, it ust also send quit-r quest to the old next-hop whic formed part of the original core-tree Quit-r quests can ha asc ading e�ect in that whenev er an router on the CBT tree receiv es one from hild router, it to sends one to its paren i� it has no further hildren and no mem er hosts on attac hed subnets. The exception to this is when quit-r quest arriv es at non-core router from do wnstream non-core router, and the directly connected paren is either m i nor or m jor core In oth cases the quit-r quest is sen to the paren whic remo es the hild ags as appropriate from the routing table, but no further quit-r quests are generated from this oin t. quit-r quest is only ermitted in the direction hild to paren t, and nev er in the rev erse direction. urtherm ore, quit-r quests are alw ys terminated at m jor core CBT In ternet DRAFT, No em er 1992 33 10 or e-state-noti�c at ion (CSN) pac et or e-s tate-noti�c ation pac et is generated only m jor cores as the result of m jor core ha ving accepted new or e-join quest or m jor core as the result of that core sending quit-r quest The CSN pac et con tains unique iden ti�er as ell as the group-id and originator’ address, oth of whic remain constan un til the CSN pac et stabilizes. Once new m jor core has een CK’d its m jor paren (either explicitly or ha ving receiv ed or e -join-A CK from m inor core in resp onse to the m i nor core ha ving receiv ed termination-noti�c ation-A CK pac et), the paren generates or e -state-noti�c ation pac et con taining list of its ma jor core hildren. Alternativ ely m jor core has sen one of it’s hildren quit-r quest In this case to o, the sending core generates CSN pac et. The CSN pac et is distributed on eac core-tree in terface for the group. Exactly ho the CSN pac et orks is describ ed in the next section. 10.1 Ho the CSN ac et orks In ulti -core CBT tree, all m jor cores ha at least one m jor core (virtual) neigh our. When the state of the core tree hanges as the result of new core addition or core remo al mec hanism is needed to inform the rest of the CBT tree of the new state. This mec hani sm is the or e-state noti�c ation pac et exc hange whic results in or e-list pac et eing ulti cast on the tree. It orks as follo w s; whenev er m jor core accepts new hild, or sends quit-r quest to remo one, it ust tak action on rep orting it. The paren to the new addition/remo a generates or e-state noti�c ation pac et rep orting itself and its hildren that are UP This CSN pac et is broadcast on all core tree in terfaces, but not on other CBT tree in terfaces. The aim of the CSN pac et is for it to arriv in state where eac hild is terminat ed \NULL" this \NULL" en try can only made hild if it has itself no hildren. If m jor core has no hildren, then \NULL" follo ws it’s wn en try When m jor core cannot app end informatio to broadcast CSN pac et is it forw a rded on outgoing in terfaces only if it is as large or larger than the CSN pac et the no de curren tly kno ws ab out. If it is not the CSN pac et arriving is dropp ed. In this slo resp onder cannot o the the core tree with out-of-date pac ets. If ho ev er, broadcast arriv es whic is as big or bigger than the one it curren tly kno ws ab out AND can mo dify it, the resulting CSN pac et is broadcast on all outgoing core tree in terfaces. The CSN pac et is considered to ha stabilized when all hild en tries in it are su�xed with \NULL", and when hildless paren en tries are also su�xed with \NULL". stabilized CSN pac et is copied to or e-list pac et and ultica st on the CBT tree the originator of the �rst CSN pac et. diagram is giv en in section 11. diagram ma ha een appropriate here, but ecause of the oten tial for eac m jor core to slo w/ faster than the others, and as broadcasts can arriv in di�eren orderings ecause of faster/slo er no des, though diagram ma ha een misleading, so hop the explanation su�ces. CBT In ternet DRAFT, No em er 1992 34 11 or e-list acket As far as m jor cores are concerned, the core-list pac et is crucial to core-tree main t enance, allo wi ng m jor cores where appropriate, to re-establish core-tree connectivit after it has failed. The structure of the core-list pac et is simple, but is catalytic in repairing core-tree connectivit As do not en visage the um er of m jor cores to more than handful for ery large groups, the core-list is uncomplicated and remains ev en in the orst case, quite small. It consists of concatenation of m jor cores and their m jor core hil dren in the order they joined the paren t.F or example, tak the follo wi ng (large for demonstration purp oses) core-tree

(Minor cores are not shown) Arrows indicate the direction of the core-join-request

8

7

6

5

4

3

2

1Figure 7: CBT Core ree The um ers only serv to illustrate the example and indicate the order in whic m jor cores ere assigned to the group. The core-list pac et for this group will as sho wn er: CBT In ternet DRAFT, No em er 1992 35 NULL8NULL7NULL665NULL4NULL53NULL221NULL3NULL4NULLNULL7NULL8NULLFigure 8: CBT core-list pac et If m jor core fails and it has no m jor core hildren, the failed m jor core is le af on the CBT core-tree In this case, no action is necessary since core-tree connectivit is main t ained. If there are non-core router hildren hanging o� it, it will the resp onsibilit of the non-core whose paren has failed, to mak join-r ques elsewhere. Assuming that the failed m jor core has at least one ma jor hild, it ma necessary for the hild/c hil dren to restore core-tree connectivit The �rst m jor hild that joins m jor core is tagged to indicate it is the oldest hild for that core. While there is only one hild, it is also the oungest, so it is also tagged as suc h. The oldest hild will ob viously retain the oldest tag (as long as it is aliv e), but as new ma jor hildren join, the oungest tag hanges. Returning to the example of the failed m jor core Its oungest ma jor hild ust send or e-join quest to the next-oldest, whic then do es the same. This con tin ues un til the oldest hild has een reac hed. The m jor core this hild sends or e-join q uest to dep ends on whether the failed paren as the hild of an other m jor core There are scenarios: If the failed m jor core has paren the oungest hild ust join that paren t. If the failed m jor core has no paren then the oungest hild of the failed core need not mak or e -join quest to an other m jor core since original core-tree connectivit will ha een re-established simply ha ving link ed the hildren together, if indeed, there ere an presen t. CBT In ternet DRAFT, No em er 1992 36 Design decision When core-tree partition ccurs, simply ha ving m jor core in the acinit of the partition send new core-join request to any of the other m jor cores listed in the core-list pac et ould NOT ensure full core-tree connectivit since request could oten tiall made to m jor core on the same side of the partition. The metho describ ed ab ensures that full core-tree connectivit is restored after partition. Let us tak the previous example again to sho this:

(Minor cores are not shown)

Arrows indicate the direction of the core-join-request

8

7

6

5

4

3

2

1Figure 9: CBT Core ree When fails: rom the core-list m jor core has ma jor core hildren (6, 7, and 8). Sequence of ev en ts: joins 7, joins 6. scans the core-list to establish whether is the hild of an other m jor core There is hit. is the paren to 5. joins to re-establish core-tree connectivit The new core-tree is sho wn er: CBT In ternet DRAFT, No em er 1992 37

= position in core-tree of failed major core X (Minor cores are not shown) The arrows indicate the direction of the core-join requests

X

7

8

6

3

4

2

1Figure 10: Repaired CBT Core ree Another example is giv en er .... CBT In ternet DRAFT, No em er 1992 38 Another example. Assume m jor core fails. Sequence of ev en ts: joins 3, joins 2. scans the core-list to establish whether is the paren of an other m jor core There is no hit. Th us, no action is tak en, and core-tree connectivit is re-established. The resulting core-tree is as sho wn elo w:

= indicates the position of the failed major core. X (Minor cores are not shown here)

Arrows indicate the direction of the core-join requests.

8

7

6

5 3

4

2

XFigure 11: Repaired CBT Core ree CBT In ternet DRAFT, No em er 1992 39 12 Ac kno wl edgem en ts There are sev eral eople whom ould esp ecially lik to thank for their aluable con tribu- tions to CBT. Firstly Ian ak em an (UCL) whose suggestion it as to separate the group iden ti�er from the IP address and place it in the options �eld of the IP header. considered this an imp ortan design issue o�ering sev eral adv an t ages er the original design. Secondly Jo el Halp ern (Net o rk Systems Corp oration) and Stev Deering (Xero AR C). Jo el iden ti�ed man of the problems encoun tered when CBT ulti cast pac ets tra erse or originate on ulti -access LAN. Both he and Stev o�ered aluable insigh ts in to the LAN ulti cast problems and made man comm en t and suggestions as to ho these problems could solv ed. Finally ould lik to thank all those on the IDMR mailing-l ist who con tributed to, or/and made commen t on, CBT, ho ev er small these ma ha een. consider these, and all ongoing commen ts and suggestions imp ortan in dev oloping standard in ter-dom ain ulti cast routing proto col that will cater for the requiremen ts of the in ternet comm unit for the forseeable future and ey ond. encourage con tin ued participation via IDMR on CBT and all other in ter-dom ain ulti cast routing issues. CBT Expires April 6th, 1993. CBT In ternet DRAFT, No em er 1992 40 Authors’ Addresses An thon J. Ballardie, Departmen of Computer Science, Univ ersit College London, Go er St., London C1E 6BT, ENGLAND. e-mail: A.Bal lar die@uk.ac.ucl.cs O�ce el: ++44 (0)71 387 7050 ext. 3701 aul F. Tsuc hiy a, Bellcore, 445 South St. 2L-281, Morristo wn, New Jersey 07960, U.S.A. e-mail: tsuchiya@thump er.b el lc or e.c om O�ce el: 1-201-829-4484 Jon Cro cro ft, Departmen of Computer Science, Univ ersit College London, Go er St., London C1E 6BT, ENGLAND. e-mail: J.Cr owcr oft@uk.ac.ucl.cs O�ce el: ++44 (0)71 380 7296 References [1] S. E. Deering. Multic ast outing in Datagr am Internetwork PhD thesis, Stanford Univ ersit California, U.S.A., 1991.